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ABSTRACT

A malevolent data miner can use data mining techniques in order to learn confidential information of social networking site users that the users did not disclose; and
thereby the data miner can breach individual privacy of a social networking site user. However, the information items in a social network are not only the attributes
of users but also the relationships. The attributes of the neighbours, and the characteristics of the connections can also determine a user profile, even with very
little or no information has been shared. Thus, it is a challenge to empower users by alerting them of unmasked attributes disclosed by a particular user or his
neighbour connection. This approach gathers information for SNS users and applies proposed Cum_Sensitivity and Total_Count algorithms to find out sensitive
rules, and their corresponding unmasked attributes (i.e. which are used to conjunct rule). Then, it suggests the user suppress those high risk attributes or some
values of it. In addition, potential risk incurred by friends’ attributes are also quantifiable and a risk ranking of attributes and friends can be individualized for each
user.
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Social Attribute Network
(SAN)
Privacy Preserving Data
Mining (PPDM)
 SNS sites (e.g., Facebook, Google+, Twitter, Bebo,
Live Magazine etc.) are currently the vast
resources for interacting with people, processing
information, and diffusing social influence.
 SAN model integrates SNS users and node
attributes to perform both link prediction and
attribute inference.[1]
 The main idea of PPDM is to modify a dataset in
order to protect individual privacy of the data
subjects. The modification is achieved through
various
approaches
including
aggregation,
generalization, suppression, data swapping, noise
addition and noise multiplication
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Table 3: Format of the dataset
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Problem Statement

There are several ways for breaching user privacy
including web foot print attack, Application
Programming Interface (API) attack, data mining on
the different Facebook datasets, and so on.
 Data Mining Technique: a user may disclose his
less sensitive attributes and hide his confidential
attributes. But a malicious data miner may apply
data mining techniques on the non-sensitive
attributes to infer the sensitive one. [2]
 Risk of Association: a user who may suppress his
highly sensitive attributes. But if some/all of his
neighbours disclose it, then it may become a
perception of ill founded confidentiality [3], [4]

Table 4: Rule Weight
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Proposed Algorithms

Algorithm 1:
CUM_Sensitivity [2]
(Cumulative Sensitivity)
calculates the sensitivity
of the rules, identifies
the attributes used in
the rules, and then
assigns the sum of the
sensitivities of the rules
to the attributes
as their sensitivity

Table 5: SAN predictors of attributes by Cum_Sensitivity

Table 6: SAN predictors of attributes by Total_Count

Table 7: SAN predictors of connections by Cum_Sensitivity

Table 8: SAN predictors of connections by Total_Count
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Fig. 1: Graphical view of a
social network

Our technique offers each user to maintain his expected level of
privacy by suppressing additional attribute. This can also be
evaluated in the context of a user’s own data attributes, those of its
friends and those of candidate friends.

Table 1: Hypothetical data set

Algorithm 2:
Total_Count [2]
counts the number of
sensitive rules that has
been inducted by a
particular attribute

Table 2: New users

Fig. 2: Sample of decision trees
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